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Adversarial Example

Adversarial examples are indistinguishable from legitimate ones by 
adding small perturbations, but lead to incorrect model prediction.

Decision-Based Attack: Attacker can only access the prediction 
(top-1) label of the victim model, which is more applicable in 
real-world scenarios.

Background: Existing attacks (e.g., BA, OPT, etc.) have 
exhibited great effectiveness, but using thousands of queries, 
which plays a significant role when deployed in real-world.
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Related works
• BoundaryAttack [Brendel et al., 2018] initializes a large 

perturbation and performs random walks on the decision 
boundary while keeping adversarial. 

• Recent works adopt various gradient estimation strategies to 
efficiently optimize the perturbation, such as HSJA [Jianbo et 
al., 2020], QEBA [Huichen et al., 2020], GeoDA [Ali et al., 
2020], etc.
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• Surfree [Thibault et al., 2021]: Iteratively 
construct a circle on the decision boundary 
and adopt binary search to find the 
intersection of the constructed circle and 
decision boundary as the adversary without 
any gradient estimation.
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Assumption: Given a benign sample 𝑥𝑥 and a perturbation budget 
𝜖𝜖, there exists an adversarial perturbation ||delta||𝑝𝑝 ≤ 𝜖𝜖 towards 
the decision boundary which can mislead the target classifier 𝑓𝑓.

At the 𝑡𝑡-th iteration, 𝑥𝑥, 𝑥𝑥𝑡𝑡𝑎𝑎𝑎𝑎𝑎𝑎 and 𝑥𝑥𝑡𝑡+1𝑎𝑎𝑎𝑎𝑎𝑎 can naturally construct a 
triangle for any iterative attacks.

Can we utilize such triangle for efficient attack?
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𝛿𝛿𝑡𝑡
sin𝛼𝛼𝑡𝑡

=
𝛿𝛿𝑡𝑡+1

sin 𝜋𝜋 − 𝛼𝛼𝑡𝑡 + 𝛽𝛽𝑡𝑡

To decrease the perturbation (𝛿𝛿𝑡𝑡 > 𝛿𝛿𝑡𝑡+1), we should guarantee 
𝜋𝜋 − 𝛼𝛼𝑡𝑡 + 𝛽𝛽𝑡𝑡 < 𝛼𝛼𝑡𝑡.

Theorem (The law of sines): Suppose a, b and c are the sides 
lengths of a triangle, and 𝛼𝛼, 𝛽𝛽 and 𝛾𝛾 are the opposite angles, we 
have  𝑎𝑎

sin 𝛼𝛼
= 𝑏𝑏

sin 𝛽𝛽
= 𝑐𝑐

sin 𝛾𝛾
.
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Sampling the 2-D subspace S of frequency space. Thanks to 
the generality of the geometric property, we optimize the 
perturbation in the frequency space.
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Searching the candidate triangle. 𝑥𝑥, 𝑥𝑥𝑡𝑡𝑎𝑎𝑎𝑎𝑎𝑎 ,𝛼𝛼 and 𝛽𝛽 could 
determine a triangle to find the next adversarial example 
𝑥𝑥𝑡𝑡+1𝑎𝑎𝑎𝑎𝑎𝑎. 𝛼𝛼 is a learnable angle and we conduct binary search to 
find the angle 𝛽𝛽.

𝛽𝛽∗ ∈ max 𝜋𝜋 − 2𝛼𝛼,
𝜋𝜋

16
, min 𝜋𝜋 − 𝛼𝛼,

𝜋𝜋
2
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Proposition. With the same angle 𝛽𝛽, a smaller angle 𝛼𝛼 makes it 
easier to find an adversarial example while a larger angle 𝛼𝛼 leads 
to smaller perturbation.
Adjusting angle 𝜶𝜶. 

𝛼𝛼𝑡𝑡,𝑖𝑖+1 =
min 𝛼𝛼𝑡𝑡,𝑖𝑖 + 𝛾𝛾,

𝜋𝜋
2

+ 𝜏𝜏 𝑖𝑖𝑓𝑓 𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑖𝑖𝑎𝑎𝑎𝑎

max 𝛼𝛼𝑡𝑡,𝑖𝑖 − 𝜆𝜆𝛾𝛾,
𝜋𝜋
2
− 𝜏𝜏 𝑂𝑂𝑡𝑡𝑂𝑎𝑎𝑎𝑎𝑂𝑂𝑖𝑖𝑎𝑎𝑎𝑎
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Experimental Settings

• Dataset: ILSVRC 2012 validation set

• Models: VGG-16, Inception-v3, ResNet-18, ResNet-101, 
DenseNet-121 and Tencent Cloud API

• Baselines: OPT, SignOPT, HSJA, QEBA, BO, GeoDA, Surfree

• Evaluation metrics: RMSE

• Hyper-parameters: N=2, d=3, 𝛾𝛾=0.01, 𝜆𝜆=0.05 and 𝜏𝜏=0.1
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Summary
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• Propose a novel decision-based attack, called Triangle Attack 
(TA), which utilizes the geometric information that the longer 
side is opposite the larger angle in any triangle.

• Directly optimizes the adversarial perturbation in the low 
frequency space generated by DCT with much lower 
dimensions than the input space, and significantly improve the 
query efficiency.

• Achieve a much higher attack success rate within 1,000 
queries and need much less queries to achieve the same attack 
success rat.

• Demonstrate the practical applicability on Tencent Cloud API.
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