Boosting Adversarial Transterability by Achieving Flat Local Maxima
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MLFGSM  NLFGSM  VMLEGSM  EMLFGSM RAP PGN > To the best of our knowledge, it 1s the first Work Table 1: The untargeted attack success rates (%) of various gradient-based

that empirically validates that adversarial :i attacks in the single model setting. Here * indicates the white-box model.

eXamples located 1n flat feglOIlS have gOOd Model |Attack| Inc-v3 Inc-v4 IncRes-v2  Res-101  Inc-v3¢,s3 Inc-v3e,s4 IncRes-v2., 5

transferability. MI [100.0£0.0% 51.0+£0.47 45.8+0.60 49.0£0.24 22.6+0.52 22.0£0.35 10.9£0.24

s W 1 K called Penalizine : NI [100.0+£0.0% 6144042 59.64+0.54 57.240.18 22.540.37 2274035 11.540.26

¢ propose a novel attack called FPenalizing :: VMI [100.0-£0.0% 74.8:£0.58 69.940.92 65.5+£0.67 41.6+0.54 41.64+0.54 25.0+0.34

i Gradient Norm (PGN), which can effectively ii | n¢v3 | EMI [100.040.0% 80.7£0.58 77.1+0.37 72.420.83 33.0£0.61 31.9:£049 17.0£0.48

: . H: RAP [99.940.10% 84.5+0.69 79.3+0.47 76.54+0.65 56.9+0.84 51.3+£0.62 31.940.35

:  generate adversarial examples at flat local :: PGN |100.0:0.0+ 90.6::0.67 89.5+0.75 81.2+0.68 64.6-0.75 65.6:0.94 45.3+0.77

. . . : o . ' NI | 62.840.43 100.0+0.0% 5274034 56.740.19 19.240.25 18.3+0.37 11.740.29
Figure 1: Adversarial examples generated by different methods are :: » Empirical evaluations show that PGN can i VMI | 77.6:£0.65 99.840.10% 69.840.41 66.7+0.33 41.140.87 41.240.54 27.04+0.24
located 1n different recions on the surface of the loss function. : S . “1: Inc-v4d | EMI | 84.240.62 99.74+0.10% 75.0+0.70 74.44+0.64 31.5+0.44 28.0+0.65 16.24+0.36
5 significantly improve the attack transferability :: RAP | 85.3+0.74 99.5£021% 79.5+0.62 77.24042 452+0.69 46.84+0.48 29.3+0.51

> - od bv the ob . that flat local mini lated with on both normally trained models and :: PGN | 91.2:£0.58 99.6£0.15* 87.6+0.74 83.5+0.53 67.0+0.68 64.2+0.63 49.1+0.82
Inspired by the observation that flat local mimnima are correlated wit adversariallv trained models. which can also be :: MI | 5824021 524041 99.3£021% 50.74£0.26 22.0+0.37 2204031 13.840.43

i : e Seamlessly combined with various previous :: VMI | 78.2+0.64 77.0£0.57 99.1+0.36* 66.00.48 47.6+£0.69 43.3+0.36 37.7%0.37

whether flat local optima can enhance adversarial transferability. . . i |IncRes-v2| EMI | 85.24£0.78 83.3£0.29 99.7+0.18% 74.0+£0.56 38.4+0.48 33.8+0.53 24.1:+0.48
attack methods for higher transterability. RAP | 87.140.75 84.2+0.45 99.4+028% 79.4-0.64 50.3+047 49.8:0.89 40.2+0.54

PGN | 92.040.69 92.340.63 99.8+0.10% 83.5+0.41 74.6+0.75 71.5+0.64 66.6240.58
—————————————————————————————————————————————— 1 MI | 5151026 422%035 363+024 100.0£0.0* 1871032 16.6£0.14 9.00.22
: NI |55.640.35 4694041 40.840.28 100.040.0% 17.5+£0.57 17.64+0.42 9.2:£0.24

Our Method oy | YMI| 7504040 6924050 63.0£084 1000+0.0% 3596041 35TE087 2414057

: . . . . Res- EMI | 74.340.65 71.740.47 62.6+0.29 100.0+0.0% 25.740.74 24.6+0.98 13.340.68
Assumption: Adversarial examples at flat local region w.r.t. the loss function tends to have better transferability. RAP | 80.440.75 75.5+0.56 68.0--0.84 99.94-0.10% 40.3+0.47 39.940.73 30.4-1.03
PGN | 86.24+0.84 83.310.66 77.8-£0.69 100.0-£0.0* 63.1+1.32 62.940.74 50.8-+0.88

® Optimization problem:

® Approximate solution:

Table 2: Comparison of the approximation effect between

directly

on Inc-v3. randomly sampled adversarial examples on the surrogate model (Inc-v3).
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